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"If everything is connected,
everything can be hacked. [...]

This is why we need a European
Cyber Defense Policy, including
legislation setting common

standards under a new European
Cyber Resilience Act. "

Ursula von der Leyen

President of EU Commission
during 2021 State of the Union address
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Motivation of the CRA regulation

— Strengthen the protection of consumers and
business who buy or use products or software
incorporating digital components (HW and SW).

— Improving cybersecurity and cyber resilience in the
EU through common cybersecurity standards.

— CRAwill close the gap to other EU regulations,
— e.g., NLF, NIS, CSA, RED.

— CRAis part of the future CE-label and is mandatory.
— CE address safety and security topics.

— CRAs a horizontal regulation.
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EU Cyber Resilience Act — Declaration of Conformity (Infineon/
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What is European Cyber Resilience
Act (EU CRA)?




CRA Motivation: Improve cyber resilience in the EU through (imeon
common cybersecurity standards and well-known C € label

— CRA address manufactures, distributors and importers. Nov/2024 Sep/2026 Dec/2027
+21 months +36 months
— Connected HW, SW (incl. remote services) sold within EU
— Finished products and Components
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— Products need to be designed and developed with security in The CRA Regulation Obligations begin __Full Compliance
is published. on incidence reporting. is enforced on products and

mind to mitigate vulnerabilities and manage potential risks. process.

Lifecycle Management Out of Scope

— Products, which fall under other security EU regulation, e.g.,
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Medical Device Automotive Marine Civil Aviation IT, Cloud, SaaS
EU MDR-2 UNECER155 Equipment certified EU NIS-2

— Non-commercial projects, including open-source in so far as an

Product need Mandatory Security update . . . ..
open-source project is not part of a commercial activity

CE Label (Security) for amin. 5 years
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CRA Product catogories and conformity assessments

Default

"Class 0"

‘catch-all category’

All products with digital
elements (HW, SW,
including remote data
processing) Class I, Il,
Critical, or exempted

Important products
"Class I"

Examples

Smart home devices with
security functions, routers,
modems, connected toys,
personal wearables, 1D,
biometric, access control,

Important products
"Class II"

Examples

Hypervisors and container
runtime environments,
VPN, Firewalls, Tamper-
resistant Microcontrollers,
and Microprocessors,

Critical
products

Examples

Smartcards and similar
devices, smart metering
systems, advanced
security systems, incl. for
crypto-processing,

(infineon

Self Assessment based on EU harmonized standard* EU cybersecurity certification

3 Party Assessment: Internal Production Control, Full QA

i

Product-related essential

Vulnerability handling process

Information & Labeling

* EU harmonized standards development are commissioned by EU Commission; in absence, 3™ Party assessment by Notified bodies is required
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EU CRA Compliance Model For Infineon Products - While the regulation (iﬁneon
IS In flux, Infineon expects to provide comparable Attestation

Default Important products Important products Critical
"Class 0" "Class I" "Class II" products
Examples Examples Examples Examples
All products with digital Microcontrollers, Tamper-resistant Smartcards or similar
elements (HW & SW) not Microprocessors, and Microcontrollers & devices, including Secure
Class I, Il or Critical ASICs with security Microprocessors Elements

- functionalities
3
§ Internal Control (Module A) B Self-
% @ Internal Control based on EU harmonized standard* | Assessment
i '% EU Type Examination + Internal Production Control (Module B+C) i
£ O Full Quality Assurance (Module H) — External
o EU ovb : ificati 3d party
= yber security certification (e.g., EUCC) B
S Assessment
o

3'd Party Assessment

Self-Attestation Letter

B

SESIP Level 2 & 3
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CRA Product security requirements — Infineon
for all categories of CRA products L/

v Appropriate level of product security demonstrated with test.
v Products are delivered without known vulnerability
v' Dependencies are documented, including SBOM.

v' Based on the risk and where applicable following security
outcomes are included:

— Security by default

— Enable adequate security updates and patches
— Protection from unauthorized access

— Confidentiality and integrity of data, commands and programs /
— Minimization of data .
— Availability of essential functions
— Minimize own negative impact on other devices N &
— Limit attack surfaces and reduce impact of an incident

— Record and monitor security relevant events

— Securely, permanently erase and/or transfer data and settings
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Process requirements for dealing with and reporting (Inflneon
vulnerabilities

— Supplier needs processes for managing vulnerabilities and address » Z\1 B/ ? l:
vulnerabilities without delay | ; L] [

— Supplier needs an organization/platform for the communication of
vulnerabilities to

— a) EU central reporting point (ENISA), and
— Db) to customers (Coordinated Vulnerability Disclosure).

— If possible, automated security updates and security update information
can solve this supporting aspect.

— If technically possible, separate security updates from functional
updates.

Reporting of security-relevant vulnerabilities (events) to the EU

central reporting point.

— Within 24 hours: early warning of the exposed vulnerability needs to be
reported

— Within 72 hours: a detailed description (incl. 3" party parts) of the exploited
vulnerability (incidents) needs to be issued

— In case of hacking (using the vulnerability) in (max.) 14 days damage limiting
measures and a final report are requested
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CRA Requirements on documentation — (iﬁneon
The following information is requested

— Manufacture of the product.

— Central point of contact for dealing with vulnerabilities.

— Instructions for installing security updates.

— Instructions for enabling/disabling automatic security
updates.

— Intended use of the product and information on its security
properties.

— Known circumstances in its environment that could
expose the products to cybersecurity risks.

— Duration and type of the support period.

— Instruction for the secure commissioning,
decommissioning and use of the product.

— Location where the SBOM can be accessed (if publicly
available).
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CRA compliance and possible consequences (imeon

NG
4
—

to lack of conformity

— Discovered unconformity with the essential cyber
security requirements, or the supply of incorrect,
incomplete, or misleading information to notified bodies
and market surveillance authorities in reply to a
request may lead to an administrative fine up to 15,
10, or 5 million EUR and or 2.5%, 2% or 1% of its
total worldwide annual turnover for the preceding
financial year, whichever is higher, respectively.

‘ | Q"‘:‘:'t\

— In addition, the removal of non-conformities up to
product recall is enforced, depending on the risk.

i

) |
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Frequently asked guestions




Question #1: Does my product fall under this regulation?

2025-10-13

Answer:

CE-Product Fall under CRA Remark

Smoke detector for home No Device is not connected

Wireless mouse for Yes Device is over-the-air connected:

computer

There is a risk for a cyberattack;

public
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Question #2: Does my product fall under the category “non-

critical” or “default”?

2025-10-13

ANnswer:

CE-Product

Fall under CRA, Remark

‘default’

Memory stick Yes Data storage media

Washing machine with smart No Device is connected wirelessly;

home connection ‘Important’ Cyberattacks can increase the
demand for energy on the power grid;

public
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Question #3: Does my product fall under the category

“Important”?

2025-10-13

ANnswer:

CE-Product

Fall under CRA, Remark

‘Important’

Video Surveillance camera
with VPN

Yes Device is connected,;
Device provides security functionality
and collects personal data

Heart Pacemaker

No Medical product;
other regulation is in place (MDR-2);

public
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Question #4: Which microelectronic component are affected

(in purchasing)?

ANnswer:

Microelectronic components CRA category

Microprocessor without security functions default
Microcontroller without security functions default
ASIC/FPGA without security functions default
Microprocessor with security related function Important
Microcontroller with security related function Important
ASIC/FPGA with security related function Important
Smart Cards and similar devices Critical
Secure elements Critical
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(infineon

CRA: Call for Actions in Companies

Indicated changings in the company Indicated actions in the company
organisation
* Purchasing Department * Purchasing contracts
 Development Department  Documentation on HW and/or SW
* Quality Management Department * Incl. SW Bill of Material
« Sales Department » Development of CE-products in HW and/or SW
« Customer Services Department » Dealing with Patch Management
* New: Single point of Contact to public authority » Dealing with Vulnerability
» Self declaration or 3rd party assessment

Proposed Milestones:

Decision about the existing/new Implementation of the processes Approval process
products in the company
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Visit Infineon’s CRA webpage
for more information
and more FAQs on this topic



https://www.infineon.com/cms/en/product/promopages/eu-cra/

EU CRA and BSI TR 03183

Number Content

TR 03183-1 General Requirements

TR 03183-2 Software Bill of Material (SBOM)

- Recommendation for the SW documentation

TR 03183-2 Vulnerability Reports and Notification

- Recommendation for the incidence reporting

 The BSI TR define best practices.
« This technical guideline (Technische Richtlinie) is not mandatory
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infineon
EU CRA and EU NIS-2 p

EU Regulation Focus

Cyber Resilience Act (CRA) On CE Products
Network and Information Security (NIS)-2  On Services and Infrastructure (included
production)

* Both capture incidence reports.
« Hormonization of the incidence reporting is in development
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Infineon

Dr. Detlef Houdeau
Senior Director,
Business Development
detlef.houdeau@infineon.com
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