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Motivation Hardware Platform

o Critical infrastructure requires methods to attest hardware (HW)
and software (SW) integrity

 Physical anti-tfamper methods may be infeasible * ARM Cortex-M33

« Goal: Create lightweight HW/SW architecture to detect tampering  Monitoring of serial

on the supply chain and at runtime communication (I12C, SPI)
e On-device SRAM-PUF

e Industrial loT sensor system
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Solution Components

Commissioning and

« FHMQV-C: Reduces the communication and processing - ) (R Maintanance ( — J .
overhead of remote attestations by combining key establishment pardware [ memory ] r | memoy e e
and mutual authentication - SO ierace J =j

» tinyDICE: Further reduces the communication and processing [~ \‘\\*i TEE | _PAN_L_LAN -
overhead of remote atftestations by swapping explicit for implicit Digital s MEU *—*"_,@%ndfm :-*WAN‘.
certificates A /H?F[ ADC | | PUF | [ ADG Jﬂ- (LPWAN,

» Hardware watchdog: Detects tampering at runtime by extracting monitoring with ADG § [ 556 Output J I : monitoring with ADG

meaningful features from analog characteristics n [ e }
« SRAM Physically Uncloneable Function (PUF): Helps ensure diagnosioang monitoring. (L Soe
supply chain integrity

Lightweight HW/SW Architecture

Constrained Embedded Device

First-Stage Bootloader Second-Stage Bootloader Operating System and Applications

Remote Attestation

Alias Key Pair and

implicit certificate thereof Fully Hashed Menezes-Qu-Vanstone

with Confirmation (FHMQV-C)
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RESTful Environments next-

tinyDIC

Remote

=lliptic Curve Qu-
! Vanstone (ECQV) TCIq

generation (OSCORE-NG)

Verifier

FHMQV-C

Key Derivation
Function

OSCORE-NG
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