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Many System-on-Chips (SoCs) are utilized in safety-critical domain
« 44% of ASICs have integrated safety-critical features!i]

1SO26262 recommends fault injection to verify safety-critical systems

A versatile and automated fault injection framework has been developed to
generate a wide range of fault injection campaigns
« The framework is vendor-independent
 The design RTL is generated via in-house generator MetaRTL
 The design is represented via a mixed granularity, i.e. only the selected
parts of the design that are subjected to fault injection are kept at the gate-
level granularity and the rest in traditional RTL
« This approach enables fast RTL fault simulation without compromising the

accuracy of gate-level fault simulation

The fault injection framework enables automated statistical fault injection (SFI)
on RISC-V processors
» Combined with automatic generation of RISC-V designs

[1] Part 7: The 2022 wilson research group functional verification study,” https://blogs.sw.siemens.com/verificationhorizons/2022/11/28/ part-7-the-2022-wilson-
research-group-functional-verification-study/

Statistical Fault Injection

Commonly utilized technigue which aligns with ISO26262 standards

The properties of the entire fault injection population, including all
potential fault models occurring at any clock cycle, adhere to a normal
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Model-Driven Statistical Approach for Fault Propagation Analysis

The framework reads the design and generates a
formal model of the fault list

distribution(?!

The process of random fault sampling ensures that each individual fault
configuration within the initial population, at a specific cycle, has an equal
likelihood of being selected for the sample. This is achieved by using a
uniform distribution for the random selection

The amount of n faults to inject per campaign can be calculated by!2!:
N

n= N—1

2
1+e XZZpr(l—p)

* N is initial population size,

* pis the standard error and proven that should be 0.5,
* e Is the margin of error, and

« Zis confidence level parameter

<<enum>> Model MetaF| <<enum>> StrobeType
S . g Sa0: Model Functional: StrobeType
An intermediate model called the FI-model defines Sa1: ode Checker: SiobeType
the fault injection features. This model includes all TimingFault: Mode
the necessary information for conducting the fault | ]
Injection campaign, such as fault attributes and Faultlist  fe——] _Fault Controler Fault Analyzer

design strobes (signals) to be analyzed

Finally, a template engine is employed to translate
the model into a final fault handler testbench,
which can be implemented in either SystemVerilog
or Verilator-based C++

The core element of the automated injection
campaign Is the MetaFl metamodel:
* Fault Controller

Name: string[1]

i

Fault Space

FaultLocation: string[1]
FaultinjectionTime: int[1]
FaultReleaseTime: int[1]
FaultModel: Model [1]
FaultCounter: int[1]
FaultControlSignal: string[1]|

TopModule: string[1]
RunTime: int [1]
RstOnDuration: int[1]
TimingFaultActive: bool[1]

* ¢ ¢
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Name: string[1]
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Group

Name: string[1]

t 1.

Strobe

StrobeSignal: string[1]
StrobeType: StrobeType[1]

l

ExhaustiveFaultinjection

InjectionTime: int[1]
ReleaseTime: int [1]
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StatisticalFaultinjection

FaultsPerRun: int[1]
TotalFIRuns: int [1]
SingleEventUpset: bool[1]
TimingFault: bool[1]
ConfidencelLevel: float[0:1]

I

DirectFaultinjection
FaultlD: int[1]
FaultSignal: string[1]
FaultModel: Model[1]
InjectionTime: int[1]

ReleaseTime: int[1]

Typically N is very large and equation is simplified by assuming N -> ’
Example: Total amount of fault injections n for various parameters )

95% confidence 95% confidence 95% confidence
Z =1.96 Z =2.5758 Z =3.0902
e =5% n =384 n =663 n = 955
e =1% n = 9581 n=16519 n=23874

[2]: R. Leveugle, A. Calvez, P. Maistri, and P. Vanhauwaert, “Statistical fault injection: Quantified error and confidence,” in 2009 Design, Automation
& Test in Europe Conference & Exhibition, 2009, pp. 502-506

CPU Workloads for Fault Propagation Analysis

Two benchmarks:
* Dhrystone
« SHA-256

These algorithms pose distinct challenges in terms of fault tolerance and error
propagation, making them valuable additions to the suite of benchmarks for fault
analysis

« Performance evaluation and cryptographic algorithms
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(a) Dhrystone instruction statistics (b) SHA-256 instruction statistics
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Application and Evaluation

Fault simulation on 2 distinct RISC-V CPUs: 2 stage and 5 stage pipelined RV32-IMC
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(a) Fault injection on 2-stage pipelined CPU (b) Fault injection on 5-stage pipelined CPU
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(a) Fault injection on 2-stage pipelined CPU (b) Fault injection on 5-stage pipelined CPU
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