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Trustworthy Design Methods MEMS-based Fingerprinting Architecture
Modelling of Trustworthy Requirements 

• Formulation of concerns describing certain threats/hazards
•Part of common specification and its requirements
•Concerns are solved by trustworthy 

entities and its components

• Integrated in an in-house requirements
engineering tool SpecScribe

•Micro-Electro-Mechanical System (MEMS) as physical unclonable 
function (PUF): MEMS varactor array 
• Fingerprint calculation and evaluation in FPGA with hashed key 
•Challenge-Response method
• 64 Bit Fingerprint

Formal Properties for Hardware Monitors

• Formal specification of hardware 
designs using InTerval Language (ITL)
•Application field in project: 

Hardware Monitors for trustworthy designs
•Proof-of-concept HLS flow
•Generating hardware monitors 

for Fingerprinting FPGA implementation 

Formal Modelling of Workflows and Checklists

• Generalization for different fields of 
application
• Dedicated ReqIF model for objects, 

activities, relations and results
• Implementation in tool SpecScribe

• Goal: individual workflows and checklists formal and interchangeable 
amongst all partners within the product development lifecycle

1. Specification in tool 
SpecScribe

2. Formal proof of 
completeness and 
consistency using 
OneSpin 360MV 

3. Synthesis using 
in-house HLS tool 
vhisyn
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Workflow
Derived by AP5 Members

e.g. Design and Verification Flow for 
SoC Development

TUCAP5 Members

Checklist
Derived from ISO Standard

e.g. ISO/SAE 21434 
„Road Vehicles –

Cybersecurity Engineering“
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Examples for Integration:
Independent Processing of 
Workflows and Checklists 
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ReqIF – Requirements Interchange Format

✓ _______
✓ _______
✗ _______
✓ _______
✗ _______
✓ _______

.reqif

.reqif

Derivation of 
Data- and Object 

Types
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